Internetworking Basics Name:

Portfolio Exercise 5b: Design/Implement a Hub-Based Peer-Peer Network

Objectives

Design a simple hub-based peer-peer network
Create a simple hub-based peer-peer network

Verify network connectivity using ping

Explore a broadcast and collision domain

Collect portfolio evidence for part of Grading Criteria P2

Task1l: Design

This task involves the creation of a peer-peer Ethernet LAN where all computers are connected to a
central connection point — a hub. A computer must be configured with the correct TCP/IP setting in
order to be able to connect to the network.

a. Choose Your Network Settings

Choose an IP address for your computer from the private address range 192.168.10.x. Confirm
this address with your tutor. Make sure other class members the same IP addresses. Use the
subnet mask 255.255.255.0. Record the following information.

Your choice of IP address

Your network’s subnet mask

Your computers host name

Find out and document the following information on your own.

Explain why you do not have to specify a gateway and DNS IP address

Give details of your network card, including manufacturer, bus slot type, bandwidth and
connector type required.

What type of cable will you use to connect to the hub?

What category of cable will you use?

b. Produce a Network Diagram

Draw a diagram showing how your network will be; describe the physical and logical topology,
the network devices including workstations, printer, hub, cables/connectors, IP address ranges
and subnet mask.

Make sure you label and annotate your diagram.
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Task2: Implementation

a. Install the Network Cable

Plug the network cable into your network adapter. Ensure the other end of your cable is plugged
into the hub. Record details about the hub, such as manufacturer and number of ports.

b. Configure TCP/IP

Run the ipconfig /all command and take a screenshot or write down the current TCP/IP settings
of your computer. This is so you can change the return the computer to its original configuration.

Configure the TCP/IP settings of your network adapter, using the values you specified in Task 1
~~Screenshot Required~~
When you have finished, run the ipconfig /all command and take a screenshot as proof.

c. Verify your local adapter is functioning

Which command could you use to test the adapter is functioning properly?

~~Screenshot Required~~
Run the command and take a screenshot as proof.
d. Verify the connection to the other computer

Ask a fellow classmate for an IP address and confirm you can connect to the other computer.
What command will you use to confirm this?

~~Screenshot Required~~

Run the command and take a screenshot as proof you can connect to the other machine.

Task3: Collision and Broadcast Domains

The purpose of the following set of tasks is for you to explore the collision and broadcast domain
of your hub-based network. First answer the following questions.

On your network, how many collision domains are there?

On your network, how many broadcast domains are there?

Record your computers MAC address.

What is the broadcast address of your network?
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a. Run packet analysis software

Confirm that you have packet analysis software called Ethereal on your computer. Start
Ethereal and capture all network traffic for a few minutes. Stop the capture ready for the next
tasks. Search through the captured data looking for packets sent by other computers on the
network. You can tell by either looking at the MAC address fields or the IP address fields.

Can you see packets addresses to other computers on your network?

Record information about some of the packets sent by other computers

Destination MAC Address Source MAC Address Protocol

What does CSMA/CD stand for?

Explain why collisions occur on a hub-based network

Explain why you can see other computers traffic when using a hub.

Do you think the ability to access other computers packets is a security risk? Explain your
answer.

b. Reset the Computer

Return the computer to it’s original configuration using the values you recorded in Task b

Evidence

Please supply the following evidence to support your implementation of this task

This document filled in.

Task 1b network diagram

Task 2b screenshot showing the command you used to verify your network card is working.
Task 2c screenshot showing the command you used to verify a connection to the other PC.

Please annotate, sign, date, put the portfolio exercise number and task number on all evidence pages
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